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2 Goals of Quality Management March 30, 2009

1 Inroduction

An overview is given about, why we need quality management and what is the goal of it. Furthermore

you will �nd information how you can ensure quality, how to plan and control quality and some

measurement aspects of quality.

The speci�cation of a product is one of the larger problems within a software process. The usability

is an example. It is very hard to understand what the customer means by usability. If the customer

said that he needs a very good usability it isn't very clear what does he mean. The customer has its

own vision of a good usability but he couldn't explain it. However, a speci�cation never contains all

requirements that the customer needs. And this is the main problem. The development team has to

decide what the customer means with usability. Very often the customer gets software that doesn't

�t his needs. So, the software has to be changed to meet the customer's needs. This costs a lot of

extra money and working hours. Another important point is the visibility of the whole process. If

you want to make your process clear and understandable you have some kind of common standards.

This is very important for the customer and the company. If the process is visible than the company

is able to make a good re�ection of the process and can improve it. If the process is visible to the

customer, he has a better idea what the product is like.

The communication and product quality can be improved by using quality management. If you

use standards in your software process the communication will be more understandable because for

example every document has the same structure. You gain a better visibility by using process standards

because the whole process is more understandable by a common standard. In software engineering

there is deep dependency between process and product quality. Many factors in�uence the process

quality and implicit the product quality. Examples for such factors are process methods like if you are

using reviews or not. this work is to share knowledge within the group. So everybody in our group

knows exactly the same things about quality management.

2 Goals of Quality Management

This section de�nes the goals of quality management. All developers have to know why they have to

use quality management within a software process, especially to get a good result/product.

De�nition

The topic of Quality is a very important topic for the industrial production, since the beginning of

the 20th century. But at the beginning the understanding for quality was not the same like today.

To ensure Quality at that time, this means to sort out defective products. There was no statistical
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based management tool, to improve or ensure quality.

A beginning which goes more over the pure manufacturing control and the whole organisation

with all areas includes, originated since the 70s and was �xed in 1987 in the �rst international quality

management norms.

In the topical version of the norm ISO-9000 quality management is de�ned as:

�The concerted activities to supervise and steer an organization in terms of quality�

Under the topic of quality management we understand on the one hand a central management job

settled at the leadership level and on the other hand the use of the concept "Organisation" shows that

quality is not only concerns the production of goods, but also principle for every group of people and

facilities who produce achievements for an aim audience, i.e. for her customers within her respective

�eld of application is valid.

3 Quality Assurance

For the software assurance there are many procedures and processes to look at the quality charac-

teristics. The development team have to look, if these characteristics �t to the speci�cations, e.g.

therefore we check, if they meet values of established standards.

Software quality assurance (SQA) help us to control, to take care and to ensure our product

quality. SQA works with standards like the ISO 9000 an similar ones.

3.1 Standards

Standards are very important for software processes because you need something to guarantee your

quality. Mostly standards are developed over a large period. Some methods within a project (not only

software engineering) were very successful and provided a good framework to support the team. If

something was successful there is a high chance that it will also successful in future projects. After a

project has �nished you analyze how useful the standard was by asking your team members, checking

the time, that was spend on a process, and compare it with past projects. Another very important

point where standards are important is the internal and external communication. For example in a

large project with nearly 200 developers it can be very di�cult to change something in a subsystem.

If you want to do this you need a standardized way to do that otherwise you will lose the overview

over your change requests.
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You can �nd two types of standards:

1. Product standards: These standards a�ect the product. An example is the document structure

or the source code style.

2. Process standards: These kind of standards a�ect the software process. They describe how

the whole process is organized. For example how the speci�cation has to be developed (It-

erative process -> a short high level speci�cation; waterfall model -> very detailed and huge

speci�cation)

The process quality in�uence the product quality, as already mention in section 3. Product standards

in�uence the result of the project and the process standards ensure that product standards are followed.

For example the waterfall model ensures a design phase will follow after an analysis phase. This

guarantees that the design documents will refer to the analysis documents. So, that's the reason why

they separate between these types of standards.

However, sometimes the developers don't understand the use of such standards and they ignore

them. To prevent/solve this problem the developers should be involved in the decision process. It's

very important to develop standards. When new technologies will be introduced you may have to

rework your standards. For example for a new agile process you have to make your standard conform

to this one because the process has changed and your process standards aren't conform to this agile

process.

The ISO 9000 is a common standard for industrial processes. It will be explained in detail in the

next section.

3.2 Example

Over the years some of the used kinds of SQA proof themself. These ones have bocome standards for

the quality management. The most important and most used ones are ISO9000 Standards. ISO 900 is

an international set of standards that can be used in the development of quality system in industries.

In software development sector, we can use the ISO9001 dokument. If your company want to and

also is able to, they can get certi�ed. For it you have to follow several rules in administrating your

team. The standard descripes the approach within a company. E.g. how to decide which employees

are quali�ed to do a special job, much about responsebilities, rights and others. The ISO Standard

also advises to use a quality manual. In this document, which is available for everybody, it is decribed,

which speci�cations are required from the customer, but also from the development team. It contains

of the product's speci�cations and also the process' ones.In practice this can mean, that all documents

have to follow a name konvetion, every method has to be commented, tricky coding isn't allowed, all
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code and documantation is to write in englisch and so on. The Iso Standards decribes the 'how' but

not the 'what' as you can see in the �gure.

4 Quality Planning and Controlling

4.1 Write quality plan right

One important part for quality assurance is that the developer is able to write the quality plan. The

quality plan is a very important document for the whole team. It describes exactly, what quality

means for this project and it is devided in �ve main parts:

1. Product introduction In the product introduction you have to mention a description of the

product, the quality expectation and for who you write this software.

2. Product plan The product plan could be a part of the project plan. In this section you have to

enumerate the release dates and the responsibilities.

3. Process description This part describes your process . For example if you use Scrum or something

smiliar.

4. Quality goals In the quality goals part you have to decide which qualty attributes are the most

important for you quality (look at list).

5. Risks and risk managment Risks and risk managament describes everything that could go wrong

during your process, and might reduce your product/process quality.
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During writing the plan you have to make some compromises, as I mentioned in the quality goals

description. To show up what quality means there are a few quality attributes, and you have to

decide which ones are the most important ones for your project. It is nearly impossible to optimise

your project for all of them. These attributes can be divided in two groups. One group contains the

attributes which are important for the costumer, and the other one those which are important for the

developer:

Customer's attributes

Attribute Description

Safety Describes if the product is safe. It is important that the program

does not have any gaps, which could be misuse by criminals.

Reliability Describes if the program is solid, or if it break down every day.

Resilience Desribes the program's attitude what happens if the program

has a bug throughput.

Robustness Describes the error robustness of the program.

Usability This is perhaps the most di�ucult attribute. As mentioned in

the introduction the costumer can have a quite di�erent opinion

for usabiliy is than the developer team. In genereal, usability

describes if user can easyly use this program.

E�ciency Describes the performace of the program.
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Developer's attributes

Attribute Description

Security Describes the safety from the developers point of view.

Understandability Describes how easy or di�cult it is to read up on the program.

Adaptability Describes if the program can adapt to some other program or

device.

Testability Describes if the program is easy to test.

Modularity Describes a bit of the design of the program. Normally/Always

OO-programs consists of many classes.

Complexity Describes how compley a program is. It is quite di�cult to

measure. Some aspects will be mentioned in the section mea-

surements.

Portability Describes if it is possible to run the program on another com-

puter or device.

Reuseability Describes if the developers can reuse some parts of the program.

For example if you write your own List class, you can reuse it

for your next project.

Learnability Describes something common like understandability. How di�-

cult it is to read up in the program.

One important thing is that you have to take care that the quality plan and the project plan are

compatible to each other. If you change something in your project plan you propably have to change

some aspects in your quality plan. There is a deep relationship between those two plans.

4.2 Control of Quality

The quality control is a part of the quality management that is directed upon the ful�llment of

high-class requirements or quality golas. Besides, is distinguished in two measures:

1. Analytic measures (check)

2. Constructive measures (steering system)

By the analytic quality measures we understand the measures which check the quality of software

and the values. This kind of measures plays a huge role for validation, veri�cation and certi�cation

of software. Validation checks the correspondence of the product standards of the product at the

end of the software development process. With veri�cation the results of di�erent product phases are
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compared. With the certi�cation the validation of the product must be proved by an independent

testing organisation. Besides, it is checked whether the software has the �non functional� qualities

which you have promised. Product parts or subsystems are tested to ensure the customer requirements

have been observed. The resulting �ndings will be used to improve the development processes. With

the constructive measure of quality control the mistake-preventing and mistake-avoiding processes

will de�ne or integrate test procedure and correction procedure into the processes. This can be:

• Rules of the software Designs de�nes Describe the architecture of the software or the entire

system and individual components.

• Described in the IEEE � an example is the SDD � Software Design Description IEEE 1016

• Code reviews (in a few points or constantly like pair programming). Two pairs of eyes

are better than one - in some moments of development it can be better to implement or review

software components with pair programing, to avoid or resolve problems.

• Refactoring This means to locate code fragments which are not implemented very well. To

much instructions or missing documentations this parts must be reviewed and revised.

• Defensive programming Develop the software according to the method, that the software

always be suspicious about every input from the users.

Resulting results can be used to improve the development process to circumvent an assigned problem

in the future.

5 Software measurements and metrics

In the following part we will describe how software quality can be measured , and what are the

problems by doing so. Years ago developers could count the lines of code to determine a quality

measure, but in times of object oriented programming languages, this is not an adequate method.

There are several reasons for that. For example you can write a �small� (program with just a few

functions) program, but you write all you classes on your own (your write your own Arraylist, etc.).

So you have many lines of code but just a few functionality. Otherwise you can write an even bigger

project by using the Library (for example Java Library) and reuse the already implemented classes like

ArrayList. The �rst project perhaps has more lines of code, but does it mean it has a higher quality?

Probably not, because if you look at the quality attributes (see quality plan) the second project would

have the better values. We should take a closer look at some attributes:
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Understandability: New programmers would need more time to read up in the project, because

he does not know how the List is implemented, and every programmer knows

the ArrayList.

Complexity: Probably the program will become more complex. If you write your classes on

your own you will have more code and more classes, instead of just one import

line.

Safety: The last two were developer's attributes, so lets take a look to an customer

attribute. If you write everything on your own, you could make mistakes, and

those mistakes could be misused by criminals.

5.1 Meaning of software measurements

There are some kinds of quality assurance. In addition to the known reviews we have the possibility

to proof our software by meassureable values. This can be done by software, but also by developers.

This method is calles Software Measurement. The Software Measurements is less an alternative and

more a tool for those time-consuming reviews to speed them up.

Only if there are compareable values (like times, numbers etc.), such a measurement will be pos-

sible. We use metrics to �nd such compareable values. Those metrics are usually mathematical

function, which derive indices from the characteristics of our program or the used processes.

When we have found indices, we are able to compare them to the indeces of our established standards.

If the compared index is near to the standards one, we can talk about a high software quality.

So if a standard needs 30 seconds to execute concrete sequence of actions and your implementa-

tion does take a minute, you de�netly have to think about, if yours is working pro�table or at least

correctly.
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5.2 Measurements

The process of software quality management is devided in �ve main parts. These �ve are:

1. Choose meassurements to be made: Think about what you want to know,

2. Select components to be assessed: What components have to be assessed for the wanted

result exactly,

3. Meassure components characteristics: The meassurement of the chosen components itself

and the storing of the results,

4. Identify anormalous meassurements: Comparison to calculated or earlier results and check

the di�erences, and

5. Analysis anormalous components: If there are anormalous components, you have to inspect,

if it is really an indicator for bad quality or are there other reasons for it.

The following �gure shows the process:

If tested program parts are not used in the later process, the meassurement results will be stored

although. So, the stored data will become a database, which is big enough to compare with results

from new meassurements. Again, it will be possible to draw conclusions about our software quality.

5.3 Metrics

As already mentioned, we can help us to measure software quality with so-called metrics. In this case

there are two di�erent types of metrics. The �rst is the product metric, which evaluate the software

and the second is the process metric, to evaluate the development process. For the assessment of

these qualities we need measurable dimensions, which give us qualitative statements about the quality

of the software. These dimensions are metrics and from it derived quality criteria,which we can �nd

out by analysis and measuring of the software code. The quality criteria or even di�erent metrics
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form a clearly measurable basis. The identi�cation of metrics, quality criteria and the associated

analysis of the software code, are usually time-consuming tasks, so that a computer support through

an appropriate application promises many advantages.

The most known product metrics and basis for more metrics is the software size, which can

be measured in LOCs (Lines Of Code). We can use it to measure the productivity of the whole

development team during a project. A often used measure method is also the so-called �Funtion

Point� method. This method is based on the software design, the number of inputs, the output

operations, �le access, the external interfaces and the number of requests coming from outside of

a module must be identi�ed, added and combined with a correction factor. The results we receive

can be saved in a database. So we have a result or a result set which we can compare with other

results from the past or for the future to �nd possible anomalies. But the method of LOC counting

or the Function Point method are not enough to measure software quality, because this methods are

not exactly enough to measure and ensure software quality. These metrics do not allow any direct

statement about the quality criteria. Only by many experimental analysis between static metrics

and system complexity, understandability and maintainability of a program it can be possible to set

relations.

To guarantee that our software quality can be measured, it is necessary to classify and summarize

the quality requirements or to subdivide it in quality properties. This means that the quality of a

program can be assessed by several quality characteristics. Important are however those who are

relevant for the user and for the purpose.

Therefore, the ISO-9126 standard de�nes some software quality properties.

• Functionality

• Reliability

• Usability

• E�ciency

• Modi�ability

• Portability

These properties are too abstract to take directly a statement about the quality. This must be

displayed with concrete parameters. Concrete parameters for example are the numbers of moduls in

a program, or the numbers of instructions in a modul. You can detect the numbers of errors inside a

component with testing. That is a concrete dimension which can be re�ected to the abstract property
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�reliability�. Other properties - like usability - are di�cult to identify with tests, because everybody

interpret usability in a another way.

Other example is the property - portability - which operating systems can be used and is the

performance on every other OS exactly the same (combined with the property �e�ciency�).

Although the topic of software measurement in the �eld of software developers increasingly dis-

cussed and debated, is the systematic use of software measurement in the Industrial still very unusual.

6 Conclusion

Quality management is an integrated approach within a software process. It starts at the beginning of

a project and ends with it. Quality Management ensures that the product �ts to the customers needs.

First quality management will de�ne process and product standards (see section 3.1). These standards

have to be adapted to the actual project because some approaches of a standard are counterproductive.

Quality management can handicap the developer. You have look at the range/scale of your project.

Sometimes it isn't necessary to write down every detail. E.g. if there are only two developers than

you have to protocol only the essential points. The quality plan and control is very important during

the whole process. You have to plan it, write a product plan and de�ne what your quality goals are.

Than you have to control your quality with assessments and observance of your process (see section

4.2). But to assess the quality, you have to �nd measurements (see section 5.2). This is a very

critical point, because you can't �nd measurements for every property of your product rather process.

For example for the maintainability of software it is hard to �nd measurements and in days of OO

programming you cannot derive quality from the number of lines of code, because it attempts to

avoid many lines of code by reusing components. Finally, you have to analyze your process to improve

your standards that are used in this process. This is very important to improve your standards for

the next projects (see section 3.1) Finally, quality management is mandatory in software process to

ensure that your product �ts to you speci�cation.
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7 Appendix

7.1 Discussion

It easy to meassure objectivly quality.

Thats not true, because Software has a lot of aspects which must be observed. For example the

point of usability: How you can measure usability? People who are working a lot on di�erent soft-

ware, can fell the usability of your developed software as very comfortable, but whats about people

who have not so much experience in using software. So to measure quality objectively you must create

di�erent metrics to receive measure data which must be saved and compared with measure data from

the past to locate anomalies and to be able to say something about your software quality.

Quality management is a barrier for the developer.

Thats not true, because with quality management you can improve your development processes.

With the regular tests and reviews in di�erent steps of the development you can locate errors or

mistakes. These mistakes or errors can be directly re�ected to a period or process during the devel-

opment. So you can ensure that these errors or mistakes are no longer happened for the future.

Quality manager can also be a part of the development team.

That is true. In my opinion I think it is the best way to ensure software quality, because he is

sitting at the root of the processes. But a quality manager is also someone, who must observe every

area in a organisation.
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